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To protect people, property and the environment by bringing the best process safety
knowledge and practices to industry, academia, the governments and the public around
the world through collective wisdom, tools, training and expertise
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a safe, secure and sustainable energy system. It informs policy by providing a platform
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its Technical Work Program addresses the depth and breadth of the energy sector, from
fuels and fuels distribution to health and safety, sustainability and the environment. This
program provides costffective, valueadding knowledge on key current and future issues
affecting those operating in the energy industry, both in the UK and internationally.
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A good bow tie diagram summarises how a hazard is managed,
In one understandable picture

A The diagram is shaped like a bow tie, creating a clear differentiation between
the proactive (Prevention) and reactive (Mitigation) side of risk management.

Very successful in helping to understand and communicate risks
Used for process and non-process industry risks
Aids understanding and management of barriers

Now widely used by many companies
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BOW TIES IN RISK
MANAGEMENT

A Concept Book
for Process Safety

Anticipated book publishing

Q3 2018

L energy WILEY
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A Confusion about who (and what) bow ties are for
A No generally accepted methodology and terminology
A Some typical problems with existing bow ties:

A Structural errors: e.g. degradation controls shown as barriers

A Lack of rigour in constructing bow tie elements:

o Hazard or Top Event description vague, or confused with Consequence

o Il ncomplete barriers: barrier el ements
o Management System el ements included as
A 6Human and Organisational Factor so ¢

A Unfair criticism that bow ties over-simplify incident causation
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What the book delivers

A Challenges to bow tie developersé (and suggested answers to these)
o Why and for Whom are they making them?

o How are they making them? (who should be involved?)

A Improved understanding of what constitute effective barriers and barrier
degradation mechanisms

To

Clearer portrayal of degradation controls and linkage to the management
system and leadership

Better trkummannaadQrgamidatiobal Factorsé
Opportunity to standardize the industry approach and terminology

Examples of poor and good practice

o o Do o

Combined thoughts of a large number of experts i from Oil & Gas, Chemicals

and other industries
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1. Hazard The bowtie starts with the hazard
2. Top Evenbeing the loss of control of the hazard (tbentre of a bowtie)

- .
Gasoline stored
4. Threatsare in tank 3. Consequencesf loss of
depicted on the left \ control of the hazard are

depicted on the right
side (mitigation side) of
the bow tie diagram.

Fatalities due
to fire
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side (prevention
side) of the bow tie
diagram.

Tank

overflow
and spill
into dike

Planned fill
volume
exceeds

residual
capacity
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Threat Prevention Hazard Mitigation
Barrier Barrier
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Barrier:

A Arisk reduction measure that on its own can prevent a threat developing
Into a top event (prevention side)
€ or can mitigate the consequences of a top event once it has occurred
(mitigation side)

A Must be effective, independent and auditable

A Active barriers must have all 3 elements of Detect, Decide, Act
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A Prevention barrier: capable on its own of preventing a
Effective threat developing into the top event

A Mitigation barrier: capable of reducing consequences

Independent A no common failure modes with other barriers

Auditable A There is a means to check that it works | |
A There are performance standards for functionality
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Barrier:

A Active barriers must have all 3 elements of Detect, Decide, Act

Detect Decide Act
(e.g. pressure (e.g. logic controller determining ol_’ (e.g. Close ESD inlet
sensor) O6pressure to hi valve)
Detect i Act
) Decide (e.g. Sea water lift pump,
(e.g. Fire
_ (e.g. operators responds to alarm iy fire water pump, fire main,
detection) and activates fire water deluge) deluge set, deluge
pipework and nozzles)
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Degradation Control:

A Similar to barrier, but only appears on Degradation Pathways

A Does not need to meet full criteria for barrier

Threat 1 Standard terms: Consequence 1
- HAZARD -
E tion Barrier 1 Prevention Barrier 2 Mitigation Barrier 1 Mitigation Barrier 2
—v— — ]
ssols
[—]
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Eszm: TOREVENT Control 2 Control 3
|
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Degradation Mitigation Barrier 2
Control 1
1 Asset
Degradation =
Control
Degradation
Factor
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Historically, some bow ties have been developed with vague descriptions of
threats and barriers:

Gasoline in
Atmospheric
Storage Tank

i & i i b i

[ Operator error | H] [I
Operating Operator training Alarms Trips
| procedures

t: poor quality

But

A How can the Ahuman erroro threat | es

A What are the Detect, Decide, Act components of these barriers?
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Bow ties do not work without rules for barriers

Including everything connected with the top event does not help the
understanding of barriers or risk management

Example from a drilling contractor 20 prevention and 32 mitigation batrier:

i ot = = e

1 All these argrobably importantbut most will bedegradation controls
supporting a small number of actual barriers
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Many current bow ties show Humans as threats

O Hu man E-r—)oc')rPc“rocedfbléEff)ai i %T(/)Deat Poor

Human Error is correctly shown as a Degradation Factor
Then specific controls can be incorporated, to maintain the barrier strength

Specific
operational > Barrier Better
threat
Degradation Factor i .
_f ot N Specific Degradation
rom Specitic type o Control
human error
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Human Error

Humanerror isnot athreat leading toatop event, butrather somethinghat
could defeat a barrier that is protecting agaitisat top event

Wheneversomeone is inclined to pW K dzY I y as% Mied&, Ky should
challengehemselvedy asking:

"what is thebarrier or degradationcontrol that this error wouldR S ¥ S I {1 £ k
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